MMWHUCTEPCTBO OEPA30OBAHMA U HAYKU POCCUINCKOW ®EOEPALMN
DENAPTAMEHT FOCYZAAPCTBEHHOW NOJIMTUKWM B COEPE
OBLUETO OGPA30OBAHUA
MMCbMO
oT 14 man 2018 r. N 08-1184
O HAMPABJIEHUN UHOOPMAL NN

[enapTameHT rocyfapcTBEHHON MOAUTUKM B chepe obuiero obpasoBaHua MuHoBpHayku Poccum
HanpasfseT ana ceefeHusA paspaboTaHHble BpemeHHol komuccuent Coeta Penepaunn no pasBUTUIO
MHPOPMAUMOHHOTO 06LWEecTBa METOAMYECKME PEKOMEHAAUMN O PasMeLeHUM Ha MHPOPMALMOHHBIX
cTeHaax, odMLMaNbHbIX UHTEPHET-CANTaX U APYTMX MHGOPMALMOHHbIX pecypcax 06leobpasoBaTebHbIX
OpraHM3aunii U OpPraHoOB, OCYLLECTBAAKOWMX ynpasneHue B chepe obpasoBaHus, UHOPMaLUKN O
6e3onacHOM noseaeHMM U UCNonb3oBaHMK ceTu "UHTepHeT".

OunpekTtop [enaptameHTa

A.E.NETPOB

MpunoxkeHune
METOANYECKME PEKOMEHOALNN
O PASMELLEHUN HA UHPOPMALMOHHbBIX CTEHOAX, OPULIMANTbHbBIX
WMHTEPHET-CAUTAX U APYTUX MHOOPMALIMOHHbBIX PECYPCAX
OBLLIEEOEPA30BATE/IbHbIX OPTAHU3ALMIA M OPTAHOB, OCYLLIECTBAAOLLINX
YMPABJ/IEHUE B COEPE OBPA3OBAHUA, UHOPOPMALIMM O BE3OMNACHOM
MOBEOEHUN N UCMNOJIb3OBAHUU CETU "MIHTEPHET"

3KcnepTamu 1 YneHamu BpemeHHoM Komuccmm CoseTta Pegepauum no pa3BUTUO MHGOPMALMOHHOIO
oblecTBa B paMKax BbINOJHEHUA PEKOMEHAAUNN MapAaMeHTCKUX CaywaHuid "AKTyanbHble BONpPOCHI
obecneyeHnn 6e30NacHOCTU U Pa3BUTUA AeTelt B MHOOPMALMOHHOM NPOCTPAHCTBE", KOTOPble NPOLWAN B
Cosete ®epepaumm 17 anpena 2017 r., 6blaM paspaboTaHbl MeToAMYECKME peKoMeHAauun o
pasMelleHMM Ha  MHOOPMALMOHHbIX  CTeHAAX, OQUUMANbHbIX WHTEPHEeT-calTax U Apyrux
MHPOPMALMOHHBIX pecypcax o0bLLeobpa3oBaTe/ibHbIX OpraHM3auMii U OPraHoB, OCYLULECTBAAIOLLMX
ynpasneHue B coepe obpazosaHus, nHPopmaumm o 6€30MNacHOM NOBEAEHUN U UCMONB30BAHUN CETU
"NnTepHeT" (oanee - MeTogMUECKNE pEKOMEHAALNM).

MeToguuyeckme peKoMeHZaLMM Hanpas/eHbl Ha KaYeCTBEHHOE MOBbILEHWE YPOBHA MHPOPMALMOHHOM
AeaTenbHOCTM 06Wweobpa3oBaTe /ibHbIX OpraHM3aLmMii U OpPraHoB, OCYLLLECTBAAIOLWMX YNpaBaeHue B chepe
06pa3oBaHMA, B 4acTM MHPOPMMPOBAHMA YYaLIUXCA, UX pogmTenei (3aKOHHbIX npeacTaBuTenei) u
neparormyeckmx paboTHMKOB 06 OCHOBHbIX acneKkTax MHGOPMaLMOHHOM 6e30nNacHOCTY.

MeToguuyeckme peKoMeHZaLMu Mo3BoOAAT 06Wweobpas3oBaTe/bHbIM  OPraHM3auMaM U OpraHam,
OCYLLECTBAAIOWMM ynpaBneHve B cpepe 06pa3oBaHMA, aAKTyaM3MpoBaTb YXKe WUCMNO/b3yemMble WU
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pasmelleHHble MHPOPMaLMOHHbIE MaTepPManbl, Tak U NOATOTOBUTbL MUX B C/ydYae UX OTCYTCTBUA C yYETOM
JIYYLIMX MPAKTUK U PEeKOMEHAAUNN.

B pamKax MeToAnYecKMX PEKOMEHAALUNN pacCMaTPUBAOTCA CAeayoWwme NHCTPYMEHTbI:

1. MHPOPMALMOHHbIE CTEHAbI;

2. odMumManbHbie UHTEPHET-PECypChbl;

3. cpeacTBa MaccoBon MHGOPMaLLMK (LLIKOIbHbIE ra3eTbl, Negarormyeckne Usganusa u apyrue).
MHPOpMaLMOHHbIE CTEHADI

Ha nHbopmauMOoHHBbIX cTeHAax B obuieobpasoBaTesibHbIX OPraHM3auuax, PaCnoJIOMKEHHbIX B ¢oiie
yupexageHuii u B KabuHeTax, OCHALLEHHbIX MEepPCOHasIbHbIMW YCTPOMCTBAaMM AN BbIxoda B CeTb
"NHTepHeT", pekomeHayeTcs pasmecTUTb MHPOPMaLMOHHbIE NAMATKU, COAEepPKaLLMe OCHOBHbIE COBETbI
no obecneyeHmno MHPOPMaALMOHHOM He30MacHOCTU yYaLlmxca.

B npunoxkeHun N 1 K METOAMYECKMM pEKOMEHAAUNAM NpeacTaBaeH obpasel, NaMsaTKM 415 pa3MeLL,eHNs
Ha MHGOPMALMOHHbIX CTEHAAX.

CpeacTtBa MmaccoBoi MHbOpMaLLMm

B cpeacTBax maccoBoi MHGOPMaLUN, OPUEHTUPOBAHHBIX Ha 06y4YaloWMXCA, PEKOMEHAYETCA B TeYeHue
y4ebHOro roga perynapHo ny6avMkoBaTb MHOOPMALMOHHbIE MaTepuasibl, MOCBALLEHHbIE OTAE/bHbIM
acnekTam MHGopMauMoHHOM 6e30NacHOCTH, a TaK¥Ke Pas/InYHble NaMATKM 06LLEro XapaKTepa.

B cpeactBax maccoBoit MHPOPMAUUM, OPUEHTUPOBAHHBLIX Ha NeAarorMyeckyro obLLEeCcTBEHHOCTb,
pekomMeHAayeTCcs B TeUYeHWe KaeHaapHoro roga perynsapHo ny6ankosaTb MHPOPMaLMOHHbIE MaTepuanbl,
NOCBALLEHHbIE OTAE/IbHbIM acnekTam MHPOPMaLIMOHHOM 6E30NacHOCTU KaK HEeCOBEPLUEHHOIETHUX, TaK U
obweobpasoBaTesibHbIX OPraHU3aLMi, a TaKKe pPasnyHble NaMATKW, 0630pbl HOPMATUBHO-NPABOBOTO
peryaMpoBaHuA gaHHoM cdepbl U MHOOPMALMIO O aKTyaslbHbIX MEPOMPUATUAX U COBBLITUAX B AaHHOM

coepe.

B xoge nposeneHus EgMHoOro ypoka no 6esonacHoct B cetn "UHTepHeT" pekomeHayeTcs obecneuntb
BbINYCK TEMATMYECKOrO BblMyCKa CpeacTBa maccoBoi MHpopmauum ambo cepun nybavKkauuii, cpeam
KOTOPbIX PAacCMOTPETb OPraHM30BaHHbIE MEPONPUATUA ANsA obyyalowmuxca, Ux pogutenen (3aKoHHbIX
npeacrasuTeneit) n neaarorMyeckoi obLWwecTBeHHOCTH.

OduumanbHbie UHTepHeT-pecypcbl

061e06pa3oBaTeNbHbIM OPraHN3aALMAM PEKOMEHAYETCA Ha CBOMX oduLmabHbiX MHTepHeT-pecypcax
obecneunTb GYHKUMOHNPOBAHME CAMOCTOATENIbHOIO U CNELMaIn3npoBaHHOIo pasaena
"MHdopmaumoHHan 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMOTPeTb pasmeLLeHme ceaytoLLel
nHpopmaymu:

dopmat
npeAacTaBaeHus
N Pasgen/nogpasgen maTepuanos CopepiraHne maTepunanos

JloKanbHble HOPpMaTUBHbIE

PasmelLatoTcA KOMUKU JOKYMEHTOB, T.€. CKAHUPOBAHHbIM
aKTbl B chepe obecneyeHus

BapunaHT AOKYMEHTa, COOTBeTCTBYIOLIJ,VIl‘;I Tpe6OBaHI/I‘r'IM K

MHGOPMALNOHHOM Konuu
napameTpam CKaHMpoBaHUA. PasmellatoTca
6e3onacHoCTM [OKYMEHTOB B
OKYMEHTbI, PeriaMmeHTUPYIOLLLME OpraHM3aumio 1
1.06yyatowmxcs ¢dopmare *PDF AOKY P Pytoth P "

pa60Ty C NnepCcoHaNbHbIMU AaHHbIMU, NN1AHbI
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HopmaTtmnsHoe

2.perynMposaHue

Meparornyeckmm

3.paboTHMKam

4.06yvarowmmcs

Poautenam (3aKoHHbIM
npeacTaBuTeNnam)

5.06yyatowmxcs

[eTckue 6esonacHble

6.canTbl

Konun
OOKYMEHTOB B
dopmare *PDF

TeKcT Ha
CTpaHULe canTa

Konuun
OOKYMEHTOB B
¢dopmare *PDF

TeKcT Ha
CTpaHULLEe canTa

TekcTt Ha
CTpaHuLe calita

TeKkcT Ha
CTpaHULLEe canTa

meponpusaTuii no obecneyeHnto MHGOPMaLMOHHOM
6e30MacHOCTM 0byyatoLWwmxca n apyrue.

My6AnKyOTCA aKTyanbHble CBeAeHUs 0 peaepasnbHbIX U
pernoHasibHbIX 3aKOHax, MMCbMax OPraHoB BAACTU U
Apyrne HOpMaTUBHO-NPABOBbIE JOKYMEHTbI,
pernameHTupytowme obecnevyeHme MHGOPMaLMOHHOM
6e30nacHOCTU HecoBepLleHHOAETHUX. [JonycKaeTca
BMECTO Konun pa3meLlatb rMnNepccbiZIKN Ha
COOTBETCTBYIOLIME AOKYMEHTbI Ha CaiiTax OpraHoB
rocyAapcTBEHHOM BNacTU.

PasmeluatoTca meToaMyYecKne pekomeHaaumm u
YKa3blBaeTca MHPOPMaLLMA O MEPONPUATUAX, NMPOEKTaX
W Nporpammax, Harnpas/EeHHbIX Ha NOBbIWEHNE
MHGOPMALMOHHOM rPAaMOTHOCTM Negarormyeckmx
paboTHMKOB.

PasmelLaeTcs MHPOPMaLMOHHAA NaMATKa (MpuaoKeHue
N 2) v yKasblBaeTca MHPOPMaLUA O MePONPUATUSAX,
NpoeKTax U Nnporpammax, Hanpas/eHHbIX Ha
noBblleHne MHGOPMALLMOHHOW rPaMOTHOCTU
obyuvatowmxcs.

PasmelaeTcs MHPOPMaALUMOHHAA NamATKa (NpuIorKeHne

N3).

Pasmeluaercs MHGoOpMaLMA O PeKOMEHAYEMbIX K
MCNoab30BaHMIO B y4ebHOM npouecce 6e3onacHbIX
caitTax, 6aHHepbl 6e30NacHbIX AETCKUX CalNTOB.

OpraHam, OCyLLeCTBAAIOLWMM ynpaBaeHue B chepe 0bpasoBaHMA, PEKOMEHAYETCA Ha CBOUX
oduumanbHbIx UHTepHEeT-pecypcax obecneynTs GYHKLMOHNPOBAHWE CAMOCTOATENBHOTO U
cneunanmnsnpoBaHHoro pasgena "MHpopmaumoHHaa 6e3onacHoOCcTb", B paMKax KOTOPOro
npeaycmoTpeTb pasmelleHre ceaytollein MHbopmaumu:

MpunoxkeHne N 1

MNAMATKA

1A OBYYAKOLLMXCA OB MUHOOPMALMOHHOW BE3ONACHOCTU JETEN

HE/1b3A

1. Bcem nogpag, coobuiaTb CBOKO YacTHyt0 MHPOpMaumio (HacToswme numa, dammnuio, TenedoH, agpec,
HOMep LWWKObI, a TaKXe doTorpadun ceoun, CBoen cembu U apy3eit);

2. OTKpbIBaTb BNOMKEHHble Pali/ibl 3NEKTPOHHOM NOYTbI, KOrAa He 3Haelb OTNPaBUTeNs;
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3. [pybuTtb, NpuANpPaTLCA, OKasbiBaTb AaBAEHUE - BECTU CebA HEBEXK/MBO U arPecCUBHO;
4. He pacnopsnxaica geHbramm TBoen cembm 6e3 paspelleHma cTaplumx - Bceraa cnpalimean pogurtenen;

5. He BcTpeyaiica ¢ MHTepHET-3HAaKOMbIMW B PEasIbHOM KU3HU - NMOCOBETYICA CO B3POC/bIM, KOTOPOMY
JoBepsellb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaews o cebe Henpasay B MHTepHeTe - coobLm 06 3TOM CBOMM poanUTENAM
NN OMEeKyHam;

2. MpurnawatoT nepenmcbiBaTbCs, UrPaTb, 0BMEHNBATLCA - NPOBEPb, HET N NOABOX3;
3. HesakoHHoe KonupoBaHue ¢dalinos B MHTepHeTe - BOPOBCTBO;
4. Bceraa paccKasbiBali B3poC/ibiM 0 Npobaemax B CETM - OHU BCeraa nomoryT;

5. Ucnonb3yn HacTporKku 6e30nacHOCTM U NPUBATHOCTU, YTODbI HE MOTEPSATL CBOM aKKayHTbl B COLCETAX U
ApYyrvx noptanax.

MOXHO

1. YBaxkan gpyrux nonb3osaTenen;

2. Monb3yelbca MHTEPHET-UCTOYHMKOM - ZIe/1al CCbIJIKY Ha HEero;

3. OTKpbIBa TO/IbKO TE CCbIJIKU, B KOTOPbIX YBEPEH;

4. ObwaTbcsA 33 NOMOLLbIO B3POC/bIM - POAUTENN, ONEKYHbI U aAMUHUCTPALLUA CaliTOB BCeraa nomoryT;

5. Mpongmn obyyeHue Ha carTe "CeTeBMUOK" 1 NONYUYM NAacnopT UMbPOBOro rpakaaHnHal

MpunoxeHune N 2

MHOOPMALIMOHHAA MAMATKA

ONA OBYYAKOLMXCA ANA PASMELWEHNA
HA OOUUNANBHBIX UHTEPHET-PECYPCAX

C KaxkablM roaom MONOLEXKMN B MHTEPHETE CTaHOBUTbLCA 6OJ'IbLIJe, a WKOJZIbHUKN O4HU U3 CaMbIX aKTUBHbIX
nonb3oBaTene PyHeTa. Mexay Tem, MOMMMO OFPOMHOIO Kosin4yecTsa BO3MOXHOCTEN, UHTEPHET HECeT U
I'IpO6J'IEMbI. STa NamMATKa A0/XKHA MOMOYb Tebe besonacHo HaxXoguTbCA B CETU.

KomnbloTepHble BUPYChI

KomnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrPamMm, OTIUUYUTENBHON 0COBEHHOCTbIO
KOTOPOW ABAAETCA CMOCOBHOCTb K Pa3MHOMEHMI0. B AoNoHEHME K 3TOMY, BUPYCbl MOTYT NOBPEeAMUTb Uan
MOJIHOCTbIO YHUYTOXKMUTb BCe daiibl U AaHHbIE, NOAKOHTPO/IbHbIE MO/b30BaTE/0, OT UMEHW KOTOPOro
6blna 3anyleHa 3apakeHHas NpPorpaMmma, a TakxkKe NoBpeauTb MAN AaXKe YHUUTOMKMTb OMNepaLMoHHY0
cuctemy co Bcemu daitnamu B Lenom. B 60AbWIMHCTBE Cayd4aeB PacnpOCTPAHAOTCA BUPYCbl Yepes
WHTEpHeT.

MeToapl 3aWmTbl OT BPEOOHOCHbIX Nporpamm:



1. MCI‘IOﬂb?’yVI coBpemMeHHble onepaunoHHble CUCTeMbl, nmerowme Cepbe3HbIl‘;| YpoBeHb 3alWlnUTbl OT
BPEAOHOCHbIX NPpOrpamm;,;

2. MoCTOAHHO ycTaHaBAMBaW NayuTh (LMdpoBble 3anaaTKM, KOTOPble aBTOMATUYECKMU YCTaHaBAMBAOTCA C
uenbto gopaboTKM nporpammel) U apyrne obHOBMEHMA CBOEN onepauMoHHOM cuctembl. CKaumBam mx
TONIbKO € oduumanbHoro camTa paspabotumka OC. Ecan cylecTByeT peXuMm aBTOMaTUYeCKoro
06HOB/IEHWA, BK/IOYM €r0;

3. PaboTait Ha cBOEM KOMMblOTEPE Mo, NpasBamMu NoJib30BaTeNs, a He aAMUHUCTPaTOpPa. ITO He MO3BOAUT
60NbLUMHCTBY BPEeAOHOCHbIX NPOrpaMm MHCTaNINPOBaTbCA Ha TBOEM MepPCoHaIbHOM KOMMbloTepe;

4. Ncnonb3yii aHTUBMPYCHbIE NPOrpamMmMHble MPOAYKTbl U3BECTHbIX MPOU3BOAMTENEN, C aBTOMATUYECKUM
obHoBNeHWem b6a3s;

5. OrpaHunyb GpU3MYECKUiA ZOCTYN K KOMNbIOTEPY A8 MOCTOPOHHMX /UL

6. Mcnonb3yi BHeWHME HOcUTENU MHbOPMALMKM, TakMe Kak dnewka, AUCK nanm dain 13 MHTEpHETa,
TONIbKO M3 NPOBEPEHHbIX UCTOYHMKOB;

7. He oTKpbIBak KomnbloTepHble $aiinbl, NONYYEHHbIE N3 HEHALEXKHbIX UCTOYHMKOB. [axke Te ¢daitbl,
KOTOpble NPUCNAN TBOM 3HAKOMbI. JTydLle YTOUHWN Y HEro, OTMNPaBAAN /M OH Tebe ux.

CeTtn WI-FI

Wi-Fi - 37O He BUA Nepedayn AaHHbIX, He TEXHOJIOTUSA, a BCEro amwb bpeHa, mapka. Ewe B 1991 roay
HUAEPNAHACKAA KOMMaHWA 3apernctpupoBana bpeHg "WECA", yto o0603Hayano c/ioBOCOYETaHUe
"Wireless Fidelity", koTopbIi nepeBoanNTCA Kak "becnpoBogHas TOYHOCTL".

[o Hawero BpemeHW pgolwna apyraa abbpesmaTtypa, KoTopaa ABAAETCA TaKOW Ke TexHosnoruein. IT1o
abbpesunatypa "Wi-Fi". Takoe HasBaHMe 6bIJ1I0 4aHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoae o03HayvaeT "BbICOKas TOYHOCTb".

[a, 6ecnnatHbI MHTEPHET-[OCTYN B Kade, OTeNsX U a3ponopTax ABASETCA OT/IMYHON BO3MOMKHOCTbIO
BbIXO4A B MHTepHeT. HoO MHOrMe 3KcnepTbl cuMTaloT, yTo obueaoctynHble Wi-Fi ceTn He ABnaloTcA
6e3onacHbIMM.

CoBeTbl No 6e3onacHocTM paboTbl B 06weanocTynHbix cetax Wi-fi:

1. He nepepaBail cBOIO /ANYHYIO MHPopMaumio Yepe3 obuwepoctynHble Wi-Fi cetn. PaboTas B HMX,
enateNbHO He BBOAMTb NapoauM AOCTYNa, IOFMHbI U KaKne-To Homepa;

2. Ucnonb3yii 1 06HOBANAM aHTUBMPYCHbIE NPOrpaMmbl M BpaHamayep. Tem cambim Tbl 06e3onacuLlb cebs
OT 3aKayKu BMpYyCa Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonbsoBaHuu Wi-Fi oTkaoun ¢yHKumio "O6wmin goctyn K dannam n npuHtepam'. JaHHas
dYHKUMA 3aKpbITa NO YMONYAHWUIO, OAHAKO HEKOTOPble MOJIb30BaTeNIM aKTUBMPYIOT ee ansa yaobcrsa
MCNoNb30BaHUA B paboTte nnu yuebe;

4. He ucnonb3yit ny6aunyHbiii WI-FI ans nepenaym MUHbIX AaHHbIX, HAaNpUMep ANS BbIX04a B COLMaNbHbIE
CeTU UIN B SIEKTPOHHYIO NOYTY;

5. Mcnonb3yn ToNbKO 3alumLieHHoe coegmHeHue Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkAtouM dyHKUMIO "MoakntoveHme K Wi-Fi aBTomaTtmnyeckn". He gonyckait
aBTOMAaTUYECKOro NoAK/oYeHNA ycTpoincTea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu



ColMasnbHble CeTU aKTUBHO BXOAAT B HaLlly KM3Hb, MHOTME 04N PaboTaloT 1 KMUBYT TamM NOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH MuAaMapa YenoBeK, YTO ABAAETCA OAHOM CeAbMOWN BCeX XKutenein
naaHeTbl. MHOrMe Mo/ib30BaTe/IN HE MOHMMAIOT, YTO MHPOPMALINA, Pa3MeLLeHHad UMK B COLMabHbIX
ceTax, MoXeT bbITb HalileHa MU MCNOo/Ab30BaHa Kem YroAHo, B TOM umncie He obsasaTenbHo ¢ 6aarnmu
HamepeHUamuU.

OcHoBHble coBeTbI N0 6€30MNaCHOCTU B COLMAJbHbBIX CETAX:
1. OrpaHuyb cnucok apyseit. Y 1eba B Apy3baAX He A0/KHO ObITb CAyYaliHbIX U HE3HAKOMbIX NHOAEN;

2. 3alWmLLai CBOIO YacTHYIO XMU3Hb. He yKasbiBai naponu, TenedoHsbl, agpeca, A4aTy TBOEro PoOXKAEHUA U
APYryo InYHy0 MHGOPMaLMIo. 30YMbILLIEHHUKN MOTYT UCMOAb30BaTb AaXKe MHPOPMaUMIo O TOM, KaK
Tbl ¥ TBOM POAUTENN NJAHUPYETE NPOBECTU KaHUKYbI;

3. 3almLLai CBOKO penyTaumio - AePKM ee B YNCTOTE M 3aJaBali cebe Bonpoc: XoTen bbl Tbl, 4TO6LI Apyrue
No/b30BaTeNIM BUAENN, YTO Thbl 3arpyxKaews? MNogymald, npexae Yem 4to-To ony6anKoBaTb, HanmcaTb U
3arpysutb;

4. Ecnv Tbl TOBOPULLb C /IIOABMU, KOTOPbIX HE 3Haelb, He UCMNOJIb3yl CBOE peasibHoe UMS U APYrylo
JIMYHYI0 MHGOPMALMU: UMA, MECTO KUTEbCTBA, MECTO y4ebbl 1 Npoyee;

5. U3berait pasmelleHus potorpaduii B UHTEpHETE, rae Tbl M306paXKeH Ha MECTHOCTM, MO KOTOpOoU
MOHO OonpeaenunTb TBOe MeCTOMNO/IOXKEHUE;

6. MpKn perucTpaumm B coumanbHON ceTM HeobXoAMMO MCNONb30BaTh CIOMKHbIE NAaPOaW, COCTOALLME U3
6YKB 1 LMP M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOM ceTu, MoYTbl U APYrMX CaMToB HEOBXOAMMO MCMO/b30BaTh pasHble napoaun. Toraa
ecnu Teba B3/10MalOT, TO 3/10YMbILLIEHHUKM NOAYYaT AOCTYN TONbKO K 0AHOMY MeCTY, a He BO BCe cpasy.

DNEeKTPOHHbIE AeHbrM

JNEeKTPOHHble AEeHbIM - 3TO O4YeHb YAO0OHbIM cnocob nnaterkel, OAHAKO CYyLLECTBYHOT MOLUEHHWKM,
KOTOpble XOTAT MNOAYUYNTb 3TN AEHbIN.

3J'IeI-(TpOHHbIe AeHbrn NoABUINCb COBCEM HELABHO N MMEHHO MU3-3a 3TOI0 BO MHOTUX rocyaAapcrBax Ao cnx
nop He NPonNMNCaHO NPO HMUX B 3aKOHaAX.

B Poccuu ske oHM GYHKLMOHUPYIOT U O HUX Y3Ke MPOMNUCaHO B 3aKOHe, rae UX pasaensioT Ha HECKO/IbKO
BM/0B - aHOHUMHbIE U HE aHOHMMHbIe. Pa3HULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peluaeTca
nposoauTb onepauun 6e3 unaeHTUGUKaUMM NOMb30BaTENsA, @ B HEAHOHUMHbIX UAEHTUOUKAUMSA
no/sib3oBaTena ABnseTcs 06a3aTeNIbHOM.

TaKxke cnefyeT pas/ivyatb 3/71EKTPOHHble ¢UaTHble AEHbrM (paBHbI rOCYAAPCTBEHHbLIM BANOTAM) M
3N1EKTPOHHble HeduaTHble AeHbIM (He paBHbI FOCYAapPCTBEHHbIM BalOTaM).

OcHoBHble coBeTbl No 6e3onacHom pa60Te C 9N1EKTPOHHbIMU AEHbramMmm:

1. MpuBSXM K cHeTy MOBUIbHBIN TenedoH. 3To camblli yA006HbIM 1 BbICTPbIN CNOCO6 BOCCTAaHOBUTL 40CTYN
K cueTy. MpunBs3aHHbIA TesedoH NOMONKET, ecn 3abyaellb CBOM NAATEXKHbIA NAapo/b MAW 3aiaellb Ha
CaMNT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopasoBsble naposu. MNocae nepexosa Ha YCUIEHHY0 aBTopusaumio Tebe yxe He byaeT
YrpOXKaTb ONACHOCTb KPaXk1 WM NepexsaTa NaaTeXKHoro Napons;

3. Bblbepn cnoHbIA Napob. MpectynHnkam 6yaet He NPOCTO yragaTb CAOXKHbIA Naponb. HagexHble
Napoau - 3TO NapOK, KOTOPbIe COAEPIKAT He MeHee 8 3HAKOB U BK/IOYaIoT B cebA CTPOoYHbIEe M NPOMUCHbIEe



6YKBbI, UMdPbI U HECKONbKO CMMBO/IOB, TakKMe Kak 3HaK Aonnapa, PyHTa, BOCKAMLLATENbHbIN 3HAK U T.M.
Hanpumep, StROng!;;

4. He BBOAM CBOM /INYHbIE AaHHbIE Ha CalTax, KOTOPbIM He AoBepAeLlb.
DNeKTPOHHaA noyta

3ﬂeKTpOHHaFI Nno4yTa - 3TO TEXHO/NIOTUA U NpeaocCtaBiAemMble el YCAyrm no nepecblsike U noayyvyeHuto
3/IEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpeaenatoTcs B KOMMbOTEPHOM ceTU. OBbIYHO 3N1EeKTPOHHbIN
MOYTOBbIN AWMK BbIrNAAUT CleayloWmMm obpa3om: MMA_MOb30BaTENA@UMA_AOMeHa. TaKke Kpome
nepeaaym NPoOCTOro TeKCTa, UMEeeTCA BO3MOXKHOCTb nepeaaBatb daiinbl.

OcHoBHble coBeTbl No 6e30nacHoi paboTe ¢ 3/IeKTPOHHOM NOYTON:

1. Hago BbiGpaTb NpaBUAbHbIMA MOYTOBLIA CepBUC. B MHTEpPHETE eCcTb OrPOMHbIA BblibOp HecniaTHbIX
NOYTOBbIX CEPBMCOB, OAHAKO Nyylle AOBEPATb TEM, KOFO 3HAEellb U KTO NepBblii B PEUTUHTE;

2. He yKasblBall B /IMYHOM NoYTE /WNYHYIO UWHOopMaumio. Hanpumep, Aydwe BbI6GpaTh
"My3blKanbHbIM_daHaT@" nam "pok2013" BmecTo "Temall";

3. Wcnonb3yih p[ByxaTanHyl aBTopu3auMio. ITO Korga MNOMMMO Mapoas HYXHO BBOAMTb Koz,
npucoliaemslii no SMS;

4. Bblbepu CNOMHbIM Naponb. N8 KaAoro MOYTOBOro ALWMKA A0MKEeH 6biTb CBOM HaAeMXHbIA,
YCTOMYMBbLIN K B3/IOMY Napo/ib;

5. Ecnn ecTb BO3MOXKHOCTb HanmMcaTb camomy CBOM INYHbBIN BOMpocC, VICI'IO!'Ib3yl71 3TY BO3MOXHOCTb;

6. Mcnonb3yit HECKONbKO MOYTOBbIX ALLMKOB. MepBbli A1 YACTHOW NEPENUCKM C agpecaTtaMu, KOTOPbIM
Tbl AOBepAeLlb. ITO 3NEKTPOHHbIW aApec He Hafo UCMO/Ib30BaTb NPU PErncTpaLumn Ha popymax v caiTax;

7. He oTKpbIBait Gpaitnibl U Apyrue BNOKEHMS B MUCbMAX, AAXKe eC/IM OHU NPULLAN OT TBOUX Apy3eit. Jlyywe
YTOYHM Y HUX, OTNPABAAAM N OHU Tebe 3Tu daiinbl;

8. Mocne oKoH4YaHWs pPaboTbl Ha MOYTOBOM CEPBUCE MEpes 3aKpbiTUEM BKIAAKM C caiTOM He 3abyab
HakaTb Ha "BbiuTK".

KnbepbynnuHr uamn BupTyanbHoOE M34eBaTENbCTBO

KnbepbynnuHr - npecnefoBaHne coobLEHMAMM, COAEPKALLMMM OCKOPONeHUA, arpeccuto, 3anyrmBaHue;
XY/IMraHCTBO; COLMabHOE BOMKOTUPOBAHME C MOMOLLBIO PA3INYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocalics B 601. J/lyuwnii cnocob: NoCoBETOBATLCA KaK ceba BECTU U, €C/IN HET TOM0, K KOMY MOXKHO
06paTUTLCA, TO BHaYane YCNOKOMTbCA. ECAn Tbl HauHELb OTBEYATb OCKOPBAEHNAMM Ha OCKop6aeHUs, TO
TOJ/IbKO eLe 60/blue pas3oxkKelb KOHOANKT;

2. YnpaBnai ceoen Knbeppenytaumnen;
3. AHOHMMHOCTb B CETU MHUMasA. CyLLecTBYHOT CNOCO6bI BbISCHUTb, KTO CTOMT 32 aHOHUMHbIM aKKayHTOM;

4. He cTOUT BECTU XY/IMTAHCKUIA 0Bpa3 BUPTYasibHOM XU3HU. UHTepHET GUKCUPYEeT Bce TBOW AeWCTBUA U
COXpaHAeT UX. YaanuTb ux byaeT KpaiHe 3aTpyAHUTENbHO;

5. Cobntopali CBOKO BUPTYaNbHYH YECTb CMOJIOAY;

6. UrHopupyi eauHUYHbIN Heratne. OgHOPa3oBble 0CKOPOUTE/IbHbIE COOBLLEHUS Nyylle UTHOPUPOBATD.
O6bIYHO arpeccusa NpeKpaLLaeTcs Ha HavabHOW CTaamu;



7. BbaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHUAMM, B COLMAbHbLIX CETAX eCTb
BO3MOKHOCTb 6/JOKMPOBKM OTMPABKM COOBLLEHWI C ONpeae/ieHHbIX apecos;

8. Ecnu Tbl cBugeTenb kKnbepbynnunHra. TBoM AencTBMA: BbICTYNUTb NPOTUB NpecsieoBaTens, NoKkasaTb
€My, YTO ero AenCTBUA OLLeHMBAIOTCA HEraTUBHO, NOAAEPKaTb KePTBY, KOTOPOM HYXHa NCUXON0rMYecKan
MOMOLLb, COOBLWNTL B3POCIbIM O GpaKTe arpecCMBHOMO NoBeAeHUA B CETH.

MobunbHbIl TenedoH

CoBpemeHHble cMapTdOHbI U NAAHLWETbI cogepKaT B cebe BNOHE B3pOC/Ibli GYHKUMOHAN, U TeNepb OHK
MOTYT KOHKYPMUPOBaTb CO CTaLMOHAPHbIMKM KoMMbtoTepamu. OA4HAKO, CPeacTB 3almTbl 414 Nog06HbIX
YCTPOICTB NOKa 04eHb Masio. TeCTUPOBaHME M NOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT HE TaK MHTEHCUBHO,
KaKk gna MK, To ke camoe KacaeTcss U MOBUAbHbIX MPUIOKEHUA.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| Y€ nNpakTu4yeCkn AOorHasanm HaCTOJibHble aHanorn, OoAHaKo
pacwuunpeHune d)yHKLI,MOHaI'Ia B/1I€YeT 3a cobol 60}'IbLLIyIO CNNOXKHOCTb U MEHbBLYH 3aWNLWLEHHOCTD.

[aneKko He Bce NPOM3BOAMTENM BbINYCKalOT 06HOBIEHUSA, 3aKPbIBalOLME KPUTUYECKME YA3BMMOCTU ONA
CBOMX YCTPOIMCTB.

OcHOBHble coBeTbl ANA 6e30nacHOCTN MOBUNBLHOTO Tene¢0Ha:

Huuyero He asnAaetca no-HactToAawemy 6ecnnaTHbIM. byab OCTOpOXKeH, BeAb Korga Tebe npegnararoTt
6ecnnaTHbIl KOHTEHT, B HEM MOTYT 6bITb CKpbITbl Kakne-To naaTtHble YCAYTH;

Oyman, npexge yem otnpaeuTb SMS, doTo nam enaeo. Tbl TOYHO 3HaELb, r4e OHWU ByayT B KOHEYHOM
utore?

Heobxoanmo 06HOBAATL ONEPALMOHHYIO CUCTEMY TBOEro CMapTPOHa;
Mcnonb3yii aHTUBUPYCHbIE MPOrpaMmbl AN MOBUIbHbIX TeNepOoHOB;

He 3arpyaii NpUNOKeHWUs OT HEU3BECTHOrO WCTOYHWKA, BeAb OHW MOTYT COAEPaTb BPefOHOCHOE
nporpammHoe obecneyeHue;

Mocne TOro Kak Tbl BblMAELWb C caliTa, rae BBOAWA INYHYO MHPOPMaLMIO, 3aiamM B HAaCTPOMKKM Bpaysepa u
yaanu cookies;

Mepuoanyeckn NpoBepan, Kakue naaTHble YCAYrM aKTUBUPOBaHbI HA TBOEM HOMEPE;

[aBait cBo Homep MO6UAbHOrO TenedoHa TO/IbKO N0AAM, KOTOPbIX Thbl 3HAELWb Y KOMY A0BEPAELLb;
Bluetooth gonkeH 6bITb BbIK/IOUEH, KOrAa Tl UM He No/b3yellbcA. He 3abbiBaii MHOTrAa NPOBEPATH 3TO.
Online urpbl

CoBpeMeHHble OHNIAMH-UrPbl - 3TO KPACOYHble, 3aXBaTbIBAOWME pPa3B/evYeHnsn, obbeauHAWME COTHU
TbICAY YeNOBEK NO BCcemy MMUPY. MrpoKM uccneayioT AaHHbIM MM mup, obwatoTca Apyr C APYrom,
BbIMNO/IHAIOT 3a4aHWNA, CPaXKaloTCA C MOHCTPaMM WM NOAYYalOT OMbIT. 32 yAO0BOLCTBME OHWM NAATAT:
MOKYNaoT AMCK, OMNIAYNBAIOT aBOHEMEHT MM MPMODBPETAIOT KaKMe-To ONuuK.

Bce aTM cpeacTBa MAYT Ha MOAAEPNKaHWE W PasBUTME WUrpbl, a TaKKe Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMM, BbIMYCKAIOTCA HOBble MatuM (undposble 3annaTku ans
nporpammy), 3aKpblBalOTCA YA3SBUMOCTU CEPBEPOB.

B I'IOLI,OﬁHbIX nrpax CTonT onacaTtbCA He CTOJ/IbKO CBOUX CONEPHUKOB, CKOJZIbKO KPa*Xu TBOEro naponad, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpPUM3aL NN 60/1bLINHCTBA urp.

OCHOBHble coBeTbl N0 6&30NacHOCTU TBOETO NUFPOBOro aKKayHTa:



1. Ecan gpyroit urpok Beaet ceba nnoxo uam cospaet tebe HENPUATHOCTU, 3aDNOKUPYN ero B CrnCKe
UrPOKOB;

2. I'Iomanyﬁcn AOMUHNCTPATOPAM UTPbl Ha N10X0e noBegeHne 3Toro Urpoka, XXenatesbHo NPUnoXnTb
KakKne-To gOoKa3aTtesibCTBa B BUAE CKPUHOB,

3. He yKasbiBali IMYHY0 MHbOPMaLMIO B Npodaiiie urpbl;
4. YBakali gpyrnx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnmBai HeodumumManbHble Natyn n moabl;

6. Micnonb3yit cNoXKHbIE U pasHble Naponu;

7. Daxe BO BpemAa uUrpbl He CTOUT OTK/IKOYATb aHTUBUPYC. Moka Tbl urpaelb, TBOWM KOMMNbKOTEP MOTYT
3apa3nTb.

PUWKHT nan KpaXa IMYHbIX AaHHbIX

OObIYHOM KpaxKen AeHer U JOKYMEHTOB CEroAHs Y*Ke HUKOro He YAUBULLb, HO C Pa3BUTUEM MHTEPHET-
TEXHO/IOMNI 310YMbILNEHHUKM NEPEMECTUINCL B MHTEPHET, U NMPOAONKAIOT 3aHMMATbCA "Nob6UMbIM"
Oenom.

TaK nosBMnacb HOBas Yrpo3a: MHTePHET-MOLLEHHMYECTBA MW QULLMHT, FNaBHanA LEeAb KOTOPOro COCTOMUT
B MOJIy4eHUM KOHPUAEHUMANBHBIX AaHHbIX NO/Ib30BATENEN - JIOTMHOB W Naposiei. Ha aHrnMiickom a3bike
phishing unTtaetca Kak ¢puwmHr (ot fishing - pbibHas nosns, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ PULNHIOM:

1. Cneam 3a CBOMM aKKayHTOM. EC/iv Tbl NOA03peEBaeLLb, YTO TBOA aHKeTa bblaa B3/loMaHa, TO Heo6XoAMMO
3a6/710KMpOBaThb €€ U CO0OLWMTb aAMMHUCTPATOPAM pecypca 06 3TOM KaK MOXKHO CKOpeE;

2. Ncnonb3yit 6e3onacHble Be6-caiiTbl, B TOM YMCIE, UHTEPHET-MArasnHOB U NOMCKOBbLIX CUCTEM;

3. cnonb3yi cnoKHble U pasHble naponn. Takum obpasom, ecav Tebs B3/10MatOT, TO 3/10YMbILLAEHHUKN
noayyaT LOCTYN TO/IbKO K O4HOMY TBOeMY NPOdUIIO B CETH, @ HE KO BCEM;

4. Echu Tebs B3nomanu, To HeobxoauMmo NpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble A406aBneHbl y
Tebs B ApYy3bsAX, O TOM, YTO TebA B3/IOManun U, BO3MOXKHO, OT TBOEFO MMEHM ByaeT paccblaaTbeca cnam m
CCbI/IKM Ha GULIMHIOBbIE CalTbl;

5. YcTaHoBM HageHbii naposnb (PIN) Ha MobUAbHBIN TenedoH;
6. OTK/0YM coxpaHeHue napona B 6paysepe;

7. He oTKpbiBalt haiinbl v gpyrue BAOXKEHUA B MUCbMaX, AaXKe eC/iM OHM NPULLAN OT TBOMX Apy3en. Jlyywe
YTOUHW Y HUX, OTNPABAAAN I OHU Tebe 3TK daibl.

Undposan penytaums

Undposas penyTauma - 3TO HeraTMBHaa WAM NO3UTMBHas wuHbopmauma B cetu o Tebe.
KomnpomeTupylowana WHPopmMauma, pasmelleHHas B WHTEpHEeTe, MOXeT cepbe3HbiM o6pasom
OTpa3suTbC Ha TBOEN peasbHOW XM3HU. "Uudposaa penyTtauma" - 3TO TBOM MMWUAOXK, KOTOpPbIU
dopmmpyeTca U3 MHbopmaummn o Tebe B UHTEPHETE.

TBOE MecTo KUTenbCTBa, y‘-IE6bI, TBOE d)MHaHCOBOG nonoxeHune, ocobeHHoOCTH XapaKTepa U pacCKkasbl O
6/1M3KMX - BCE 3TO HaKan/nMBaeTca B CETU.



MHorne noApocTKM IEFKOMbIC/IEHHO OTHOCATCA K Nyb6auMKauMm nndyHoi uHdopmaumm B MHTepHeTe, He
MOHMMAn BO3MOMHbIX NOCNAeACTBUIM. Tbl AarKe He CMOXelb AoragaTbCs o Tom, yto ¢doTtorpadus,
pasmelleHHasa 5 net Hasag, cTasia NPUYMHOM OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelieHme TBomx ¢otorpaduii U apyrme SercTBMA MOTYT HE UCYE3HYTb AaKe nocne
TOrO, KaK Tbl UX yAanuLWb. Tbl HE 3HaeLWb, KTO COXPAaHUA 3Ty MHPOpPMaLMIO, MOMNana M OHa B MOUCKOBblE
CUCTEMbI U COXPAHMIACh N OHA, A FNaBHOE: YTO NOAYMALIOT O Tebe OKpyKatoLme Nto4M, KOTopble HanayT
W yBUAAT 3T0. HanTn MHGOPMaLMIO MHOIO NIET CAYCTA CMOXKET 060 - KaK U3 fo6pbix NObYKAEHWN, TaK
N C HAMEpPEHMEM MPUUYNHUTL Bpea,. ITO MOXKeT BbITb KTO YroaHO.

OcHoBHble COBETbI NO 3aLmTe LMPPOBON penyTaLmu:
1. Nogymali, npexae yem 4To-To Ny6/AMKOBATL M Nepesasath y ceba B 610re uam B COUManbHOM ceTu;

2. B HacTpoiKax Npoduasa ycTaHOBM OrpaHUYeHMsA Ha NMPOCMOTP TBOEro NPoduas 1 ero coaepKMmMoro,

AN

caenam ero TonbKo "ansa apysein';
3. He pa3meLali U He yKasblBali MHGOPMALINIO, KOTOPAA MOXKET KOro-1nMbo 0CcKopbAATb AN 0BUKaTb.
ABTOpCKOe npaBo

CoBpeMeHHbIe LIKO/IbHUKK - aKTUBHbIE NO0/Ib30BaTenn LmMbpoBoro npoctpaHcTea. OQHAKO Aa/NeKo He Bce
3HAlOT, YTO NONb30BaHNE MHOTMMU BO3MOXKHOCTAMW UMbPOBOro mmnpa TpebyeT cobaogeHuns npas Ha
WHTENNeKTYabHY0 COBCTBEHHOCTb.

TepmnH lll/lHTel'IJ'IEI-(TyaJ'II:vHaFI COBCTBEHHOCTL" OTHOCKTCA K Pa3/IM4HbIM TBOPEHNAM YenoBe4YeCKoro yma,
Ha4yNHaA C HOBbIX M306peTEHMI\;1 N 3HAKOB, 0603Haqa+ou.|,14x COBCTBEHHOCTb Ha NPOAYKTblI U yCnyrun, um
3aKaH4Y1BaA KHUramm, d)omrpad)vm:vm, KMHOd)MJ'IbMaMVI M My3blKa/ibHbIMU NponsseaeHnaAMN.

ABTOpCKME nNpaBa - 3TO NpaBa Ha WHTEANEKTYyaNbHYyl COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKy,
nmTepaTypbl M UCKyccTBa. ABTOPCKME MpaBa BLICTYMalOT B KayecTBe rapaHTMM TOro, uTO
WHTENNIEKTYaNbHbIN/TBOPYECKMIA Tpya, aBTopa He 6yaeT HanpacHbiM, AacT emy CcnpaseasvBble
BO3MOXHOCTM 3apaboTaTb Ha pe3yabTaTax CBOEro TpyAa, MONYYUTb U3BECTHOCTb M MPU3HaHKUe. HUKTo 6es
paspelleHVss aBTOpa HE MOXKeT BOCMPOM3BOAWUTL €ro MPOou3BeAeHWe, PacnpocTpaHATb, MNy6AMYHO
AEeMOHCTPUPOBaTb, NpPoAaBaTb, WMMMNOPTUPOBATb, MyCKaTb B MNPOKaT, MNyBAMYHO UCMOAHATD,
MOKa3blBaTb/MCNONHATL B 3dMpe UaM pasmeLatb B UHTepHeTe.

Mcnonb3oBaHMe "NMpaTckoro" nporpammMHOro obecrneyeHua MOXKET MPUBECTU K MHOMMM PUCKAM: OT
NoTepU AaHHbIX K TBOMM aKKayHTam [0 6JI0KMPOBKM TBOErO YCTPOMCTBA, r4e YCTAaHOB/IEHA HesleraibHas
nporpamma. He cTouT TaKKe 3abblBaTb, YTO CYLLECTBYIOT SIerasibHble U 6ecniaTHble NporpaMmsl, KOTOpble
MOXHO HalTK B CETH.

O noprane

CeTeBMYOK.pd - TBOM rNaBHbIM COBETYMK B CeTWU. 34eCb Tbl MOXKelb y3HaTb 0 6e3onacHocTU B ceTu
MOHATHLIM U AOCTYMHbIM A3bIKOM, @ NPY BOSHUKHOBEHWUW KPUTUUYECKOMN CUTYyauumn 06paTUTLCA 3a COBETOM.
A TaK}Ke MPUHATb y4acTMe B KOHKYPCax U CTaTb CaMbiM UMPPOBbLIM rparkaaHnHOM!

MpunoxkeHne N 3

NAMSATKA 019 POAUTENEN OB UHO®OPMALMOHHOM BE3OMACHOCTYW [ETEM



OnpepeneHune TepmuHa "MHdopmaumnoHHasn 6e3onacHoCTb neten" coaepKutca B
depepanbHom 3akoHe N 436-P3 "0 3awmTe getei oT MHGOPMaLMK, MPUYNHSAIOLLEN Bpes, UX 340POBbIO U1
pa3BUTMIO", PEryanpPyIOLWLMM OTHOLIEHMA, CBA3AHHbIE C 3aWMTON AeTelt 0T MHGOPMALMKM, NPUUYNHSAIOLWEN
Bpes, Ux 340poBbto U (Man) passutuio. COrnacHo AaHHOMY 3aKoHy "MHdopmaLmoHHas 6e3onacHOCTb
aetein" - 3TO COCTOAHME 3aLUMULLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIA C MPUYMHEHMEM
MHbOopMaumei Bpeaa Ux 340P0Bb0 U (M) PU3NYECKOMY, NCUXUYECKOMY, YXOBHOMY, HPAaBCTBEHHOMY
pasBuTUIO.

B cuny depepanbHoro 3akoHa N 436-03 unHPopmaumeln, NpuUUHAOWENA Bpes 340p0Bbl0 U (Mawn)
pa3BUTUIO AeTel, ABNAETCA:

1. nHpopmaumsa, 3anpeLleHHan ANA PAcNpPOCTPAHEHUS cpean AeTel;

2. nHpopmaLma, pPacnpPoCTPpaHEHNE KOTOPOM OrpaHUYEHO cpeaun AeTeirl onpenesieHHbIX BO3PACTHbIX
KaTeropui.

3. K uHpopmaumm, 3anpeLLeHHON ans pacnpocTpaHeHUs cpeamn AeTei, OTHOCUTCA:

4. nipopmauma, nobykaatowan AeTeN K COBEPLUEHUIO AEUCTBUIA, MPEACTABAAOWMX YIPO3Y UX HKU3HU U
(nnn) 300poBLIO, B T.U. NPUYMHEHUIO Bpeda CBOEMY 340POBbIO, CaMOybBMIACTBY;

5. cnocobHOCTb BbI3BaTb Y AeTel XeNaHme ynotTpebuTtb HapKoTUYECKMe CpecTBa, NCUXOTPOMHbIE U (nan)
oflypMaHMBaloWMe BeLLeCcTBa, TabayHble U3AEMA, aNKOrO/IbHYIO U CNUPTOCOAEP KALLYO NPOAYKUMIO,
NMUBO WU HaNWTKKW, M3rOTaB/IMBAEMbIE Ha €ro OCHOBE; MPWHATb y4acTMe B a3apTHbIX Mrpax, 3aHMMaTbCA
npocTUTyLmei, 6poaAKHNYECTBOM MM NOMNPOLLIANHMNYECTBOM;

6. 060CHOBbIBalOWAA WAM OMpPaBAbIBAOWAA AOMNYCTMUMOCTb HacuaMa U (MAKM) KecToKocT Anbo
nobyxAatolLan oCyLeCcTBATb HACUIbCTBEHHbIE AENCTBMA MO OTHOLIEHUIO K II0AAM U XKUBOTHbIM;

7. oTpUualoWasa cemeliHble LEHHOCTU U GOPMUPYIOLLANA HeyBaskeHUe K poauTensam u (Mnu) gpyrum
yNleHaM CeMby;

8. onpaBAblBaloLLan NPOTUBONPABHOE NOBeAEHME;
9. coaepKallan HeLeHsypHyto bpaHb;
10. cogepKalan MHPopmaLmMio NopHorpadUUecKkoro xapakrepa.

K uHdopmauum, pacnpocTpaHeHWe KOTOPOM OrpaHMYeHo cpeay peTeit onpefeneHHOro BO3pacTa,
OTHOCHUTCA:

1. nHdopmaumsa, NpeacTaBasemasn B BUAE M306paXKeHNA NN ONUCAHNA X KECTOKOCTU, U3nYecKoro u (unm)
NCUXMYECKOTO HAaCUAWA, NPECTYNIEHUS NN MHOTO aHTMOBLLLECTBEHHOTO AENCTBUS;

2. BbI3bIBAOWAA Y AETel CTpax, yKac UAM MaHWUKYy, B T.4. NpeAcTaBifsemMan B BuAe M30bpaxkeHus man
OMNMCaHWA B YHUKAIOLLEN YenoBeYeCcKoe A0CTOMHCTBO GOpMe HEHACUNbCTBEHHOW cmepTH, 3a6oneBaHus,
caMoybuICcTBa, HECYACTHOTO CAyYan, aBapuM UK KaTacTpodbl U (MK) UX NOCNeACTBUIA;

3. npeactasnAemas B BUAE M306paxkeHuUAa MAM OMNUCAHWA MOJIOBbLIX OTHOLIEHUA MEXAY MYMKUMHOWN M
YKEHLLMHOM;

4. copepKalasn bpaHHble CI0BA U BbIPaXKeHWs, He OTHOCALLMECA K HeLLeH3ypHO BpaHu.

C yueTtom 310ro Bam npegnaratotca npasuna paboTbl B ceT MHTepHET ANnA pasiMuHbIX BO3PAaCTHbIX
KaTeropuii, cobatoaeHne KoTopbix NO3BOJIUT 06ecneynTb MHGOPMALLMOHHYIO 6e30MacHOCTb BalnX AETEMN.

Obuwue npasuaa ana poamtenem


https://legalacts.ru/doc/federalnyi-zakon-ot-29122010-n-436-fz-o/#100021
https://legalacts.ru/doc/federalnyi-zakon-ot-29122010-n-436-fz-o/#100040

1. HesaBucumo oT Bo3pacTa pebeHKa WCNoAb3ylTe nporpammHoe obecrneyeHne, nomoratouiee
$GUNBTPOBATL M KOHTPOIMPOBAaTb MHOPMALMIO, HO HE NoaraiiTecb NOHOCTLIO HA Hero. Bawwe BHMMaHMe
K pebeHKy - r1aBHbIA MeToZ, 3aLmThl.

2. Ecnn Baw pebeHoK MMeeT akKayHT Ha 04HOM M3 couumanbHbix cepBucoB (Livelournal, blogs.mail.ru,
vkontakte.ru 1 T.n.), BHUMATENbHO M3yYUTE, KaKyl0o MHPOPMALMIO MOMELLAIOT €ro Y4aCTHUKU B CBOMX
npodunsax n 6norax, BkAoyaa otorpadpum n Buaeo.

3. MpoBepbTe, C KAKUMM APYTMMU CaltTammM CBA3AH couManbHbIM cepBUC Bawero pebeHKa. CTpaHUYKMK
Bawero pebeHka moryT 6biTb 6€30NacHbIMM, HO MOTYT W COLEPKATb CCbIIKM Ha HerKenaTesibHble U
onacHble cainTbl (Hanpumep, MOPHOCAMUT, UAW CAWAT, Ha KOTOPOM APYr YNOMWHAET HOMep COTOBOrO
TenedoHa Bawero pebeHka unum Baw gomallHui agpec)

4. NMoouwpsante Bawmnx geteit coobwatb 060 BCem CTPAaHHOM U/IM OTTA/IKUBAIOLLEM U HE C/IULLKOM OCTPO
pearvpyinTte, Koraa oHM 3TO AenatoT (U3-3a onaceHusa NoTepAaTb AOCTYn K UHTepHeTy AeTu He roBopAT
poauTenam o Nnpobnemax, a TakKe MOryT HayaTb UCMOAb30BaTb MHTEPHET BHE A0OMa W LIKO/bI).

5. byabTe B Kypce ceTeBOM Xn3Hu Bawero pebeHka. MHTepecyiTech, KTO UX Apy3bs B MIHTEPHET TaK Ke,
KaK MHTepecyeTechb peaabHbiMU APY3bAMMU.

Bo3spact ot 7 go 8 net

B MHTepHeTe pebeHOK cTapaeTcA NOCETUTb T€ WM MHble CalTbl, 3 BOSMOXHO WM YaTbl, pa3pelleHne Ha
noceuieHMe KOTopbIX OH He noay4un bl oT poguTenei. Mostomy pogutensim ocobeHHo nonesHbl byayT
Te OTYETbI, KOTOPbIE NPEAOCTaBAAKTCA NPOrPaMmMaMm Mo OrPaHNYEHUIO UCNOb30BaHUA MHTepHeTa, T.e.
PoaWTENBbCKUIA KOHTPO/Ib MM TO, YTO Bbl CMOXKETE YBUAETb BO BPeMeHHbIX ¢aiinax. B pesynbrate, y
pebeHKa He ByaeT oLLyLLEeHNA, YTO 33 HUM BEAETCA NMOCTOAHHbIA KOHTPO/1b, 04HAKO, poauTenu byayT no-
npesKHemy 3HaTb, Kakme calTbl noceliaeT mx pebeHoK. et B AaHHOM Bo3pacTe 06/1a4at0T CUIbHBIM
YyBCTBOM CEMbM, OHM AOBEPUYMBLI U HE COMHEBAOTCA B aBTopuUTeTax. OHU NOBAT UrpaThb B CETEBbIE UTPbI
M nyTewecTsoBaTb N0 MHTEPHETY, MCMONb3YA 3/EKTPOHHYIO MOYTY, 3aXOAMTb Ha CalTbl U 4aTbl, He
peKoMeHA0BaHHbIE POAUTENAMM.

CoseTbl No 6e3onacHocTM B ceT MHTepHeT ana geten 7 - 8 net

1. Co3gaiiTe CMMCOK AOMALUHUX NpaBMA NoceleHna MHTepHeTa Npu yyacTum geteit u Tpebyiite ero
BbINONHEHUA.

2. Tpebyinte oT Bawero pebeHka cobnogeHUs BpeMEHHbIX HOPM HaXOXAEHMA 33 KOMMbIOTEPOM.
MoKaxute pebeHKy, 4To Bbl HabnlogaeTe 3a HAM He NoTomy 4YTo Bam 3To xoueTcsd, a NOoToMy 4To Bbl
6ecnokounTecb 0 ero 6e30MacHOCTM U BCeraa rotToBbl eMy NOMOYb.

3. KomnbtoTep ¢ noakatodeHnem K MIHTepHeTy A0/KeH HaxoguTbea B 06Lei KoMHaTe o4 NPMCMOTPOM
poautenen.

4, V|CI'IO}1b3yl71Te cneunanbHble AETCKMUE NOUCKOBbIE MaLLUHbI.

5. Ucnonbaylite cpenctea 610KMPOBAHUA HEMKENATE/IbHOIO KOHTEHTA KaK SOMOJHEHUE K CTaHAAPTHOMY
PoanTenbcKkomy KOHTPOIO.

6. Co3palitTe cemeliHbl 3N1eKTPOHHbIN AWMK, YTOObI He NO3BO/INTL AETAM MMETb COBCTBEHHbIE agpeca.

7. EHOKMpyVITe AocCTtyn K cavitam ¢ 6ecnnaTHbIMM NOYTOBLIMM AWNMKaMMN C NOMOLLbIO COOTBETCTBYHOLLETO
nporpammHoro obecneveHus.

8. MpuyunTe petei coseToBaTbCA ¢ Bamu nepes onyb6amkoBaHMeM KaKo-1mbo nHpopmaumm cpeacTsamm
3/IEKTPOHHOM MOYTbI, YaTOB, PErUCTPALMNOHHbLIX GopM 1 Npodunen.



9. Hayunte aetein He 3arpyxKaTb ¢paibl, Nporpammbl UAKM My3biKy 6e3 BalLero corsiacus.
10. He paspeluainTe AeTam UCNO/1b30BaTb CAYXKObl MTHOBEHHOrO 06MeHa coobLeHAMM.

11. B "6enbin" cnucok cailToB, paspelleHHbIX A8 NOCEeLLeHMA, BHOCUTE TONIbKO CaWTbl C XOopoLleWn
penyTauunen.

12. He 3abbIBaitTe becenoBathb € AeTbMM 06 X Apy3bax B MHTepHeTe, Kak ecnun bbl peyb Wna o Apy3bax B
peasibHOM KMU3HW.

13. He genaitte "Taby" 13 BONPOCOB NOJ/IOBOM KU3HU, TaK KaK B IHTepHeTe AeTU MOTYT 1IerKo HaTKHYTbCA
Ha nopHorpaduio nnm cantbl "ansa B3pocnbix”.

14. MNpuyumnTe Bawero pebeHKa coobLiaTb Bam 0 100bIX yrpo3ax UinM TPeBorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBauTecb CNOKOMHbIMW U HAMOMHUTE AETAM, YTO OHM B 6@30NacHOCTU, ECM CaMM paccKasain Bam O
cBOMX TpeBorax. NoxBannte nUx U NOCOBETYNTE NOAONTH eLle pa3 B NOA0OHbIX Cay4asX.

Bo3pacTt aeteit o1 9 go 12 net

B maHHOM BO3pacTe AEeTW, Kak NpaBu/o, Y)Ke Hac/blliaHbl O TOM, Kakas MHdpopmauma cyllectsyeT B
NHTepHeTe. CoBeplUeHHO HOPMasibHO, YTO OHU XOTAT 3TO YBUAETb, MPOYECTb, YCAbILWATb. [PU 3TOM HYXKHO
MOMHWUTb, YTO AOCTYM K HEe)KenaTeNbHbiM MaTepuanam MOMKHO Nerko 3abnokmposaTb MNPy MOMOLLU
cpeacts PoanTenbCcKoro KOHTpoNA.

CoseTbl No 6besonacHocTn ansa aetert ot 9 go 12 net

1. Co3pgaitTe CNMCOK AOMALIHMX MPaBWA MOCELLEHUA MHTepHET Npu y4acTum aetei v Tpebyinte ero
BbIMNOJIHEHUSA.

2. TpebyiiTe oT Bawero pebeHKa cobtogeHNA HOPM HaxoXKAeHMA 33 KOMMNbIOTEPOM.

3. Habntogaite 3a pebeHKoM Npu paboTe 3a KOMNbIOTEPOM, NOKaXKMTe emy, 4To Bbl 6ecnokountech o ero
6e30MacHOCTM M BCerfa roToBbl OKas3aTb emy NOMOLLb.

4. KomnbloTep ¢ nogKknodeHnem B MHTEPHET AO/IKEH HaxoanTbea B 06Lliei KomHaTe nog NPpUCMOTPOM
poguTenen.

5. Ucnonbayiite cpenctsa 6/10KMPOBAHMA HEXKENATE/IbHOTO KOHTEHTA KaK A0MOJIHEHUE K CTaHAAPTHOMY
PoautenbcKkomy KOHTPOIO.

6. He 3abbiBaliTe NPUHMMATb HEMNOCPEACTBEHHOE YYACTUE B KM3HU pebeHKa, beceoBaTb ¢ AeTbMM 06 KX
Apy3bax B UHTepHeTe.

7. HactauBaitte, 4tobbl 4€TU HUKOTAa HE COrallaanch Ha IMYHbIe BCTPEYM C Apy3bAMM No UHTepHeTy.
8. MNo3BonaiTe AeTAM 3aX0ANTb TO/IbKO Ha caiTbl U3 "6enoro" cnucka, KOTopbii co3gaiiTe BMecTe C HUMUN.

9. MpuryumnTe AeTEN HUKOTAA HE BblAaBaTb INYHYIO0 MHGOPMALMIO CPeACTBaMM SNIEKTPOHHOW MNOYTbI, YaToB,
CMCTEM MFHOBEHHOrOo O6meHa COOBLEHUAMM, PEermcTpaumMoHHbIX GOpM, AMYHBLIX Npodunein U npu
perncTpauumn Ha KoHKypcbl B HTepHeTe.

10. MpuyunTte aeTeit He 3arpy»aTb Nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE UM, YTO OHWU MOTYT
C/TlyYaMHO 3arpy3unTb BUPYCbIl KN APYTroe HexXenaTeslbHoe NporpammHoe obecrneyeHue.

11. Co3paiiTe Bawemy pebeHKy orpaHUYEeHHY0 YYETHYI0 3anuch Ans paboTbl Ha KOMMblOTEpeE.

12. MpuyunTe Bawero pebeHKa coobLiaTb Bam 0 Nt06bIX yrpo3ax UM TPeBOorax, CBA3aHHbIX C MHTepHeToM.
HanomHuTte fetam, YTo OHM B 6€30MacHOCTU, eC/IM CaMM PACcCKa3a/iM BaM O CBOMX TPEBOTaxX M OMAaCEHUAX.



13. PacckaxuTe getam o nopHorpadum B MHTepHeTe.

14. HactamnBaliTe Ha TOM, YTOObI A€TN NPEAOCTaBASIM BaM AOCTYN K CBOEN 3/IEKTPOHHOM NoyTe, YTobbI Bbl
yb6enmnmch, 4To OHM He 0bLLAtOTCA C HE3HAKOMUAMMU.

15. O6bACHUTE AETAM, YTO HENIb3A UCMO/b30BaTb CETb A XY/IUTAaHCTBA, PACNPOCTPAaHEHMA CNETEH UK
yrpos.

Bospact aeteit o1 13 go 17 net

B aTOM BO3pacte NOAPOCTKM AKTUBHO WMCMOJ/Ib3YHT MOWMCKOBbIE MALUMHbI, MONb3YIOTCA 3NEKTPOHHOWN
no4yTton, cny>xkb6amm MrHoBeHHOro obmeHa coobLLEHMAMM, CKAUMBAIOT MY3bIKY M GUAbMbIl. Manbunkam B
3TOM Bo3pacTe 60/iblle NO HPaBY CMETATb BCE OrPaHMUYEHMUA, OHM XKaxXAayT rpyboro tomopa, azapTHbIX Urp,
KapTMHOK "ana s3pocnbix". JeBoyKkM npegnountatoT obwatbca B Yatax, NpyM 3TOM OHW ropasgo 6onee
YYBCTBUTE/IbHbI K CEKCYasIbHbIM AOMOraTeIbcTBam B MIHTepHeTe.

3avacTyio B JaHHOM BO3pacTe PoAUTENAM Y¥Ke BECbMa C/IOXKHO KOHTPOJIMPOBaTb CBOMX AETel, TaK Kak 06
MNHTepHEeTe OHU yiKe 3HAKOT 3HaUNTeNbHO BosblLe CBOUX poauTeneit. TemM He MeHee, He OTNYCKalTe geTtei
B "cBoboaHoe nnaBaHue" no UHTepHety. CTapaiTecb aKTMBHO y4acTBOBaTb B 0OuweHUn pebeHKa B
UHTepHeTe.

Ba)KHO Mo-npexHemy cTporo cobnogaTe npasuna MHTepHeT-6e30MacHOCTU - COTNalleHne Mexay
poautenamm un aetbMu. Kpome TOro, HeobXoAMMO KaK MOXHO 4Yalle NpocmMaTpuBaTb OTYETbl O
aeAatenbHocTn aAeTelt B UHTepHeTe. Cneayer o6paTuTb BHMMaHME Ha HeobXO0AMMOCTb COAepXKaHuA
poauUTENbCKMX Naponei (naposieit aAMUHUCTPATOPOB) B CTPOrom cekpete M 06paTUTb BHMMaHWE Ha
CTPOrocTb 3TUX Naponen.

CoBeTbl N0 6be3onacHoOCcT1 B 3ToM Bo3pacTte ot 13 go 17 net

1. Co3gaiTe CNMCOK AOMALIHWUX MPaBuA noceweHns MHTepHeTa Npu y4acTMM NOAPOCTKOB U Tpebyitte
6e3ycnoBHOro ero BbiNoJHeHUs. O6roBopuTe c pebeHKOM CMUCOK 3anpeleHHbIX caiToB ("yepHbli
cnucok"), yacbl paboTbl B UHTEpHETE, PYKOBOACTBO NO 06LLeHMIO B IHTepHeTe (B TOM YMcae B YaTax).

2. KomnbloTep ¢ nogkatoyYeHnem K cet IHTepHeT A0/1XKeH HaxoauMTbCA B O6LLI,€I7I KOMHaTe.

3. He 3abbiBaliTe 6ecenoBatb ¢ AeTbMU 06 UX Apy3bsax B MIHTepHeTe, 0 TOM, YEM OHU 3aHATbl TaKUM
obpasom, byaTo peub MAET O APY3bAX B peasbHOM KMU3HU. CnpalmBanTe o Nl0AAX, C KOTOPbIMK AETU
ob6LwatoTcs nocpescTBOM CyKO MrHOBEHHOrO 0bMeHa coobLLeHNAMM, YTOObI y6eauTbCs, YTO 3TU toam
MM 3HaKOMbl.

4. cnonbsyiite cpeactsa 610KMPOBaHNA HEXKENaTeIbHOTO KOHTEHTA KaK AOMNOMIHEHWE K CTaHAAPTHOMY
PoanTenbcKkomy KOHTPOIO.

5. H606X0,EI,VIMO 3HATb, KakKMMWM YaTaMn NOJIb3yHOTCA Bawwu petwn. |_|00I.Ll,p’r'll7ITe ncnoab3oBaHne
Mmoaepunpyembix 4HaToB U HacTauBalTe, yTObbI AeTn He O6Ll.l,al'IMCb B MPUBATHOM pPeEXUME.

6. HactansaiiTe Ha TOM, yTOObI AEeTN HUKOoraa He BCTpedasimCb IMYHO C APpYy3bAMU U3 CETU MHTepHET.

7. MpuyunTe feTer He Bbl4aBaTb CBOIO INYHYIO MHPOPMALMIO CPeACTBAMM 3/1EKTPOHHOW MOYTbI, YaTOB,
CUCTEM MIHOBEHHOrO ObMeHa COObLEeHUAMM, PErmcTPauMOHHbIX GOPM, IMYHBLIX nNpodunein U npu
perncTpaumnm Ha KoHKypcbl B MIHTepHeTe.

8. MpuyunTe aeTelt He 3arpy:kaTb Nporpammbl 6e3 Bawero paspelweHna. O6bACHUTE UM, YTO OHU MOTYT
ClYYalHO 3arpy3unTb BUPYCbl AN APYTOe HexXenaTe/bHoe NporpammHoe obecnedeHue.



9. MNpuyunte Bawero pebeHka cooblaTb Bam 0 N06bIX Yyrpo3ax UAK TpeBorax, CBA3aHHbIX C MHTepHeToM.
HanomHuTe aetam, 4To oHKM B 6€30NacHOCTU, eC/IM CaMM PacCKasasiv Bam, O CBOMX Yrpo3ax Uan Tpesorax.
MoxBannTe Ux MU NOCOBETYNTE NOAONTU eLle pa3 B NoA0OHbIX CyvanX.

10. PacckaxuTte getam o nopHorpadmmn B MHTepHeTe. MNomorute mm 3awMTUTbCA OT cnama. Hayuute
NoApOCTKOB He BblAaBaTb B MHTepHeTe CBOEro peanbHOro 3/IeKTPOHHOrO agpeca, He OTBeYaTb Ha
He)KenaTtesibHble NMCbMA M UCNONb30BaTb CeLMasbHble NOYTOBbIE PUABTPBI.

11. Mpuyunte cebs 3HAKOMUTBLCA C CaliTaMM, KOTOPbIE NOCELLAIOT NOAPOCTKMU.

12. Hayunte pgetelt yBarkaTb APYrMX B MHTepHeTe. YbeauTecb, YTO OHM 3HAIOT O TOM, YTO MpaBu/a
XOopoLllero NnoBeAeHNn AeNCTBYIOT Be3e - AaKe B BUPTYyaslbHOM MUpE.

13. O6bAcHUTE AeTAM, YTO HM B KOeM C/ayyae Hesb3a ucnonb3oBaTb CeTb A4 XY/IUFAHCTBA,
pacnpocTpaHeHna cnaeTeH Uan yrpos Apyrum N10aam.

14. O6cyamnTe c NOAPOCTKAMM NPOBAEMbI CETEBbLIX @3aPTHbLIX UIP N UX BO3MOXKHbIA PUCK. HanomHuTe, 4To
OEeTU He MOTYT UrpaTb B 3TU UTPbl COMNIaCHO 3aKOHY.

MOCTOAHHO KOHTPOAMPYWUTE UCNosb30BaHMe WMHTepHeTa Bawum pebeHkom! 3To He HapylieHue ero
JINYHOTO MpPOCTPAHCTBA, a Mepa nNpeaoCTOPONKHOCTM W MposABNeHWe Bawen poautTenbckoun
OTBETCTBEHHOCTM M 3a60Tbl.



